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“Talent wins games, but teamwork and 
intelligence win championships.” 
Michael Jordan
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• Faster  
• Better  
• Cheaper
• Secure   

Goals for Transformation 



Source: Global – Outsourced Cybersecurity Services (MSS, MDR, DDoS) Survey, IDC, December, 2021
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Data breaches

Malware

Denial of Service (DOS) or Distributed Denial of Service (DDoS) attacks

Ransomware

Phishing incidences

System vulnerabilities

Targeted attacks

Spyware

Insufficient identity, credential and access management

Automated/fraudulent activity

Resource theft (e.g., cryptomining)

Internal/ insider threats

Bad bots (account takeover, inventory hoarding, credential stuffing, etc.)

Nuisance bots (unwanted/nuisance, web scraping, data scraping, comment spam, etc.)

Total (%)

Triple Extortion Threat
Immediate Impacts 



Cardinal Directions are becoming key to strategy 

Environment components  

North-South

East-West

Customer

EmployeeCompany



Future of Network Security Is in the Cloud
Benefits: 

• Reduce complexity
• Simplify vendor management

Zero Trust Edge 

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Akamai Technologies, Inc. Gartner does not 
endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of 
Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular 
purpose.
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MITRE ATT&CK 



What are the risks and impacts

● Operational 

● Brand / Trust 

● Compliance 

● Revenue 

Focus on material impacts 



Reduce the 
probability of 
material impact 
due to a cyber 
event over the 
next three years

From: Cyber 
First Principles  



The journey 

● Framework vs Guiding Principle 

● Culture (in house vs managed)

● Reduce tools + tech dept > automate 

● Compliance (byproduct) 

KISS (keep it simple stupid) 



Next steps 

• Consolidate tools 
• Optimize current capabilities
• Solve with current partners 
• Buy tools that play well with others  

Tech / Process / People 
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Akamai Threat Hub: 
www.akamai.com/our-thinking/threat-research



Power and protect
life online



Notes 

● Mindset What is next step 

● Exercise

● Why does is happen – entropy 

● Use case – M&A

● Models hide complexity 


