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Immediate Impacts

Total (%)

Data breaches
Malware

Denial of Service (DOS) or Distributed Denial of Service (DDoS) attacks I 35.0

Ransomware

System vulnerabilities I 33.1
Targeted attacks I 32.9
Spyware I — 30.4
Insufficient identity, credential and access management I 26.1
Automated/fraudulent activity I  24.8
Resource theft (e.g., cryptomining) I 21.9
Internal/ insider threats GGG 21.7
Bad bots (account takeover, inventory hoarding, credential stuffing, etc.) IS 19.9
Nuisance bots (unwanted/nuisance, web scraping, data scraping, comment spam, etc.) NN 18.6

0.0 5.0 10.0 15.0 20.0

Source: Global — Outsourced Cybersecurity Services (MSS, MDR, DDoS) Survey, IDC, December, 2021
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Future of Network Security Is in the Cloud

Network as a Service Network Security as a Service Benefits:

@ . Reduce complexity

Sensitive Data o : Threat Simplify vendor management
ecure it )
Awareness Detection

{4

Market Convergence Ze ro Tru St E d g e

SD-WAN Network Security
Carriers CASB
CDN Cloud SWG
WAN Optimization ZTNA/VPN
Network as a Service WAAPaaS
Bandwidth Aggregators FWaa$S
Networking Vendors DNS

RBI

Connect it

Secure Access Service Edge

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Akamai Technologies, Inc. Gartner does not
endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of
Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular
purpose.



Reconnaissance
10 technigues

Resource
Development
7 technigues

Initial Access
9 technigues

Execution
13 technigues

Persistence
19 techniques

Privilege
Escalation
13 techniques

Defense Evasion
42 technigues

Credential
Access

17 techniques

Discovery
30 technigues

Lateral
Movement

9 techniques

Collection
17 technigues

Command and

Control

16 technigues

Exfiltration
9 techniques

Impact
13 techniques

Active Scanning

Gather Victim Host
Information

Gather Victim Identity
Information

Gather Victim Network
Information

Gather Victim Org
Information

Phishing for
Information

Search Closed
Sources

Search Open Technical
Databases

Search Open
Websites/Domains

Search Victim-Owned
Websites

Acquire
Infrastructure

Compromise
Accounts

Compromise
Infrastructure

Develop
Capabilities

Establish
Accounts

Obtain
Capabilities ,

Stage
Capabilities

Drive-by
Compromise

Exploit Public-

Facing
Application

External Remote
Services

Hardware
Additions

Phishing , -

Replication
Through
Removable Media

Supply Chain
Compromise

Trusted
Relationship

Valid
Accounts

Command and
Scripting
Interpreter .

Container

Administration
Command

Deploy Container

Exploitation for
Client Execution

Inter-Process
Communication

Native AP

Scheduled
Task/Job

Serverless Execution
Shared Modules

Software
Deployment Tools

System Services

User Execution , -
Windows
Management
Instrumentation

Account
Manipulation
BITS Jobs

Boot or Logon
Autostart
Execution

Boot or Logon
Initialization
Scripts

Browser
Extensions
Compromise
Client Software
Binary

Create
Account

Create or Modify
System
Process

Event Triggered
Execution

External Remote
Services

Hijack Execution
Flow

Implant Internal
Image

Modify
Authentication
Process

Office Application
Startup

Pre-OS Boot
Scheduled

Task/Job

Server Software
Component

Traffic.
Signaling

Valid Accounts

Abuse Elevation
Control
Mechanism

Access Token
Manipulation

Boot or Logon
Autostart
Execution

Boot or Logon
Initialization
Scripts

Create or Modify
System
Process

Domain Policy
Modification

Escape to Host

Event Triggered
Execution
Exploitation for
Privilege
Escalation

Hijack Execution
Flow

Process
Injection ., .,

Scheduled
Task/Job

Valid Accounts

Abuse Elevation Control
Mechanism

Access Token
Manipulation

BITS Jobs
Build Image on Host
Debugger Evasion

Deobfuscate/Decode
Files or Information

Deploy Container
Direct Volume Access

Domain Policy
Modification

Execution
Guardrails

Exploitation for Defense
Evasion

File and Directory
Permissions
Modification
Hide Artifacts

Hijack Execution
Flow

Impair Defenses
Indicator Removal

Indirect Command
Execution

Masquerading (

Modify Authentication
Process

Modify Cloud Compute
Infrastructure

Modify Registry

Modify System
Image

Network Boundary
Bridging

Obfuscated Files or

Adversary-in-
the-Middle

Brute Force

Credentials
from Password
Stores

Exploitation for
Credential
Access

Forced
Authentication

rge Web
edentials

nput
Capture

Modify
Authentication
Process

Multi-Factor
Authentication
nterception

Multi-Factor
Authentication
Request
Generation

Network
Sniffing

OS Credential
Dumping

Steal
Application
Access Token

Steal or Forge
Authentication
Certificates

Steal or Forge
Kerberos
Tickets

Steal Web
Session Cockie

Unsecured
Credentials , -

Account Discovery

Application Window
Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service Discovery

Cloud Storage Object
Discovery

Container and Resource
Discovery

Debugger Evasion
Domain Trust Discovery

File and Directory
Discovery

Group Policy Discovery

Network Service
Discovery

Network Share
Discovery

Network Sniffing

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discovery , -

Process Discovery
Query Registry

Remote System
Discovery

Software Discovery

System Information
Discovery

System Location

Exploitation of
Remote
Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote Service
Session
Hijacking

Remote
Services ., ¢

Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authentication
Material

Adversary-in-
the-Middle

Archive Collected
Data

Audio Capture

Automated
Collection

Browser Session
Hijacking

Clipboard Data

Data from Cloud
Storage

Data from
Configuration
Repository

Data from
Information
Repositories

Data from Local
System

Data from
Network Shared
Drive

Data from
Removable
Media

Data Staged , .,

Email
Collection

Input
Capture

Screen Capture

Video Capture

Application Layer

Protocol
Communication
Through
Removable
Media

Data
Encoding

Data
Obfuscation

Dynamic
Resolution

Encrypted
Channel

Fallback
Channels

Ingress Tool
Transfer

Multi-Stage
Channels

Non-Application
Layer Protocol

Non-Standard
Port

Protocol
Tunneling

Proxy

Remote Access
Software

Traffic
Signaling

Web Service

Automated
Exfiltration

Data Transfer
Size Limits

Exfiltration Over
Alternative
Protocol

Exfiltration Over
C2 Channel

Exfiltration Over
Other Network
Medium

Exfiltration Over
Physical
Medium

Exfiltration Over
Web
Service , .,
Scheduled
Transfer

Transfer Data to
Cloud Account

Account Access
s

Removal
Data Destruction

Data Encrypted for
Impact

Data
Manipulation

Defacement
Disk Wipe

Endpoint Denial of
Service

Firmware
Corruption

nhibit System
Recovery

Network Denial of
Service

Resource Hijacking
Service Stop

System
Shutdown/Reboot




What are the risks and impacts

. Operational
. Brand/ Trust
. Compliance

. Revenue

Focus on material impacts



Reduce the
probability of
material impact
due to a cyber
event over the
next three years

From: Cyber
First Principles

Reduce the Probability of Material Impact



IRAQ: Ethnic Composition in 2000 (summary) .

TURKEY

Framework vs Guiding Principle
Culture (in house vs managed

Reduce tools + tech dept > automate

JORDAN

Compliance (byproduct

Percentages in the total state population for AD 2000

Il Arabic speaking Shias (Iraqiyyun).
Il Kurds (Sunni, Shi'a, Yezidi, etc.
Arabic speaking Sunnis (Jaziran Arabs) ...,

Assyrians, Chaldeans, Armenians, and
other Christians.

Turcomans, (Shia and Sunnij
Mandian Sabians.

Others to include Lurs, Circassians,
Alawites, Baha'is, et

KISS (keep it simple stupid)

55%
21%
18.4%
31%
2%

0.1%

0.5%

By Dr Michael Izady

Gulf2000.Columbia.edu/maps.shtml

KUWAIT




Next steps

« Consolidate tools

* Optimize current capabilities

« Solve with current partners

« Buy tools that play well with others

Tech / Process / People



/‘\ Akamai Threat Hub:

www.akamai.com/our-thinking/threat-research
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Mindset What is next step

Exercise

. Why does is happen — entropy

Use case — M&A

Models hide complexity



