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Cybersecurity is more closely 
related to psychology than 

computer science



I think therefore I am.

We are linked, therefore we are.







When living in an AI-driven world 
even answering the phone is 

different.



Doc Huff’s strategy to answering 
your phone in 2026: 



Step 1: Say NOTHING



Step 2: Cough



Step 3: Wait



Voice capturing for voice cloning



Instant cloning

10 seconds to 2 minutes



Professional cloning

30 minutes to 3 hours



People will ALWAYS trust the 
messenger before they trust the 

message



The Group Chat

















Then she calls…



IN BOTTOM-UP PROCESSING YOUR BRAIN TAKES IN 
SENSORY DATA LAYER BY LAYER TO PIECE TOGETHER 

WHAT’S HAPPENING. 

MORE OFTEN - AS IS HAPPENING IN THIS ACTIVITY - 
YOUR BRAIN OPERATES IN A “TOP-DOWN” MANNER, 

MAKING PREDICTIONS BASED ON PREVIOUS 
KNOWLEDGE. THIS SAVES TIME, BUT BECAUSE EACH 

PERSON’S PRIOR EXPERIENCES ARE UNIQUE, TOP-
DOWN PROCESSING CAN CAUSE PEOPLE TO PERCEIVE 

THE SAME INFORMATION IN DIFFERENT WAYS.

Bottom-Up vs Top-Down 
Processing



RECIPROCITY

COMMITMENT AND 
CONSISTENCY 

SOCIAL PROOF

LIKING

AUTHORITY

SCARCITY 

Principles of Influence



FEAR AND URGENCY

GREED

HELPFULNESS

CURIOSITY

Top 4 emotions used in Social 
Engineering Attacks:



AI Chatbots



The goal of AI is to be so 
human-like that humans cannot 

tell the difference.



What we have found is to 
become human is to become 

flawed.







Giada Pistilli, principal ethicist at Hugging Face, 
notes that most chatbots have "basic safeguards 
against harmful content but can't reliably spot 
sophisticated propaganda," adding that "the 

problem gets worse with search-augmented systems 
that prioritize recent information."



Study: 51 different 
companies in 5 

different industries



PERSONALITY TRAITS FOR 
CYBER VICTIMS VS. AI AGENTS

Extraversion (shared)
Agreeableness (shared) 

Conscientiousness (shared)
Emotional stability (shared)
Open to new experiences 

(shared)
Impulsiveness



COMBINING EMOTIONS IN 
ATTACKS

Fear + authority: “Your account is likely to be reported 
by the end of the day.”

Panic + impulsiveness: “Resolve your overdraft balance 
now.”

Happiness + impulsiveness: “New bi-annual compensation 
increase plan.”

Emotional cues are always in play with social engineering 
attacks. Awareness is the start of

preparing people for these kinds of attack require much 
deeper exploration.



72% of practitioners think AI 
Agent identities are more at 

risk than human identities 



53% of AI Chatbots have 
access to sensitive 

information



The goal was not to 
change the LLM. The goal 

is to change how it 
expresses information.



Planting secret instructions into a 
document that you then ask your AI 
assistant to summarize. Those secret 

instructions could ask the AI assistant to 
forward your private emails.





AI-Driven Familiarity: 
Manufacturing Social Trust 

at Scale



85% of organizations said AI 
has made it easier for their 

organizations to make 
decisions



Can Zero Trust truly exist in 
systems with trust built-in?



In an Accenture study of more 
than 25,000 people in 16 

different countries:

Three in four (74%) consumers 
would trust a personal AI agent 
more than their best friend to 

make a purchase on their behalf



A Very Real World Example



2026
Mid-sized SaaS company (~800 

employees)



Access conditions for the employees

Role-based access policies
Least privilege principles

Token and credential management
Behavioral monitoring

Access reviews and audits
Context-aware access decisions

 



Access conditions for the AI Agent

None within the environment it was in.

The AI Agent had far broader access 
than the people it was designed to 

assist.
 



AI does not solve the 
“Human Problem”



AI does not deserve to 
require more trust 

than humans



Recommendation:
Process-Oriented Cyber



Security cannot be 
bought or sold.



THANK YOU
DrErikHuffman.com/Tools


