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Scenario

Suspicious program (executable)is found
We don't know what it is or how it got there or what is doing
What do we do?

o Do wejust delete it and be done with it?

o How do we know the impact of that piece of software?
OSINT seems to not have the answers
We need I0OCs







Malware Analysis
Is the Answer!
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What is Malware Analysis?

e Malware analysisis the process of studying malicious
software (malware) to understand its functionality, origin,
and potential impact. It is a critical part of cybersecurity, as
it helps security teams to identify and mitigate threats
before they can cause damage. (By Bard)

e Allows to ldentify the type of malware

Spyware

Rootkit

Adware

Ransomware

Trojan horse

Remote access

Keylogger




Why Malware Analysis?

e Malicious software is an integral component of most
security incidents
e Most people don't understand what the malicious software
does
e Understanding how to analyze malware enables you and your
organization take control of incidents
o Determine scope of incident
o Understand the threat to your organization
o What are the software capabilities?
o Completely eradicate malicious artifacts across the
enterprise (Threat Hunting?)
o Fortify system and network defenses thanks to the
discovery of IOCs and creation of signatures
e Contribute to the cyber intelligence community
o What does the software reveal about the creator
(adversary)




Malware Analysis Resources

e Useonline resources like:
File Reputation- Virustotal, #totalhash, Malware Hash Reqgistry
Datasets - Winbindex
Automated Malware Analysis Platforms - any.run, Hybyd
Analysis, Joe Sandbox, Falcon Sandbox
URL/IPvoid Research - vURL, Quttera, urlscan.io, urlvoid, Talos
Cyber Intelligence - Shodan.IO, OTX, RisklQ, Talos, CISA, US-
CERT, Mandiant.
e Warning - Use caution when utilizing external resources due to:

o Attribution

o Alert the adversary
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Malware Analysis Lab

e |solate Lab from other networks
e Virtual Lab (VMs)

o Convenient
Multiple hosts on one system
Internal Networking
Snapshots
VM Escape Exploits(Rare)
VM-Aware Malware

O O O O O

e Physical Systems are an option but outside the scope in here

GUEST

REMnux VM Windows 7 VM Windows 10 VM

VM VM

Host-Only Host-Only




Malware Analysis Lab

e Labshouldinclude these capes:
o Static properties analysis tools
o Behavioral analysis tools
o Code Analysis Tools

e Distros
o REMnux - Linux Based Malware Analysis Distro
o Flare VM - Script that automates the installation of malware
analysis and RE on a Windows VM.




Malware Analysis Stages

Manual code reversing

Interactive behavior analysis

Harder

Static properties analysis

Fully-automated analysis




Fully Automated Analysis

Quick assessment

Produces easy to understand reports

Not as flexible as manual analysis
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Static Properties Analysis

o

Also know as metadata analysis

Initial triage of a artifact

Analyze strings, header and overall structure of the artifact
Does not involve executing the malware

Capabilities include extracting indicators such as:

Hashes, |IP addresses and Domains

15. thj@h

1. IThis program cannot be run in DOS mode., 23
2.Rich

3. text

4. data

5. ExitProcess

6. kernel32.dll

/.ws2_32

8. cks=u

9. ttp=

0. cks=

1. CONNECT %s:26i HTTP/1.0
12. QSRW
13,2503

200

o/o/

24. advapi32
5. ntdll

26. user32

27. 14KY

28. #%li

29. >*K

30. QQVP

31. advpack

32. StubPath

33. SOFTWARE\Classes\http\shell\open\commandV

34. Software\Microsoft\Active Setup\Installed Components\
35. test

36. www.practicalmalwareanalysis.com

7. admin

o Imports and Exports(DLLs) 3

> 16. VSWRQ 38. VideoDriver
o File Headers Y2 [A 30, WinVMX32-
o Checking if malware is obfuscated or packed 18s  fs 40. vmx32to64.exe

. . 19.YZ_[A 41. SOFTWARE\Microsoft\Windows\CurrentVersion\Run
o API Calls - Provide functions 20.QvIiM 42. SOFTWARE\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
o Entropy 21.6/*h<8 13. AppData
2. A-m-m<|<j<|M 44, V%X _

o ImpHash




Static Properties Analysis

4 pestudio 8.55 - Malware Initial Assessment - www.winitor.com

Cybershef
Hxd

File Help

L4 Obtal n |OCS indicator (43) severity

o Compare with OSINT ‘ 5- 080220 This e iodihus thd snghl

k p 4 : The file references the Clipboard
(0] C reat e S | g natu res file-hesder (20 bytes) The file references the protection of the Virtual Address space
ile- (20 bytes)
The file references the Firefox API
optional-header (224 bytes)
e Not very useful for packed/obfuscated malware Spiond blete 24 e e
° TOO | S ,“_-,‘ ons -I 4 The count (17) of Registry functions reached the max (1) threshold
. ibe The count (39) of Memory Management functions reached the max (1) threshold
(o] PEStUd|O, PEFrame The count (11) of Tool Help functions reached the max (1) threshold
o o 3 o o A & The count (5) of Error Handling functions reached the max (1) threshold
© Strlngs (FlOSS, Strlng Slfter’ BInteXt’StrlngS) except The count (3) of Directory Management functions reached the max (1) threshold
o Detect it Easy ( Dl E) EXEinfo t silback The address (0:00000000) of the entry point is suspicious
! 3 ¢ - The count (11) of deprecated imports reached the max (5) threshold
(0] C FF EXp | orer trings (S0 The count (214) of blacklisted imports reached the max (1) threshold
A eoug Ir The section (name.imponts) is blacklisted
o C a p a manitest ) The address of the entry point (0x00000000) is cutside the first section
o Bulk EXt ra CtOI’ ¢ it inds The last section (name.imports) is executable
s G The count (2) of executable sections reached the max (1) threshold

O Manalyze veny Ve The file references a URL (http://www.google.com/webhp)
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Interactive Behavioral Analysis

I Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
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Process Name Sess PID Arch... Operation Path Result Detail Date & Time  Ima
Al k d . | . ... - svchost.exe 3132 64bit m;RegCIOSeKE)' HKLM\SYSTEM\Setup SUCCESS 2021 12:42: “\Windows \sy:
... W host exe 3132 64bit  HyRegOpenKey  HKLM SUCCESS D d Ac :M : “\Wind
= SO KNOWnN as dynamic analysis 42 W avchost exe 3132 6abt [ RegCueKey  HKLM SUCCESS Query HandieTag. . 8/25/2 Windons
. :42: isvchcsl exe 3132 64bit m‘fRegODenKey HKLM\system\Setup SUCCESS Desired Access: R... : Vindo )
e Execute and analyze the malware as it runs on the system 42 W suchostexe 3132 6ebt fRecCiosckey  HKLM SUCCESS ) 42 CA\Windows\sy
2 isvchosl exe 3132 64bit %Re QueryValue HKLM\SYSTEM\Setup\SystemSetupIn... SUCCESS Type: REC Vindows s}
= Q O 2 W svchost.exe 3132 64bit RegCloseKey ~ HKLM\SYSTEM\Setup SUCCESS 2: Windows \sy:
o Complete visibility on the malware actions Tt o 0% i Bty HLM SCCESS  Desedfoess:l o
: W svchost.exe 3132 64bit m;RegOu HKLM SUCCESS Query: HandleTag... . Windows \sy:
H H ] host. 3132 64bit RegOpenKey HKLM\system\Sett SUCCESS D d Access: R
| | R e g I St ry a Ct I 0 n S : T::zhza Z:: 3132 64bit %R:SCIZ:ZK:; HKL[:I FemEe SUCCESS o= oo
... M- svchost.exe 3132 64bit  [f RegQueryValue HKLM\SYSTEM\Setup\SystemSetupin... SUCCESS Type: REG_DWO.
1 H H -42: h 3132 64bi fRegCloseKey ~ HKLM\SYSTEM\S SUCCESS
= Read/write actions on disk oo e s C W Geniouben e SUECESS  Ofet
. ... M- svchost.exe 3132 64bit [[: ReadFile CA\ \ ...SUCCESS Offset:
. [ host 3132 64bit ** ReadFile Vs wbem\Reposito... SUCCESS Offset:
= Network connections & oo ol Yo e e S
A . :42:.. W svchost.exe 3132 64bt [ ReadFile v .5U Offset:
= Persistence mechanisms pe Trewe 0 mmaw Raw  Cuemetmmeeves dony o
u t eX e S W- svchost.exe 3132 64bit = \! Offset: 21,823,488, \syste
] M 3132 64bit \ ws\Sy: \f U S OﬁsetZLSO/JL\l 5/ : “\Windows\syste...
ege . . . 1242 y 3132 64bit v UCCESS y
s Process mod|f|cat|on(|nJ cts, threads) oyl ey 2 hia -l Sccees 95083
e e y e 12:42:... 70 7s:chr.>sl e:e 3132 64bit v ...SUCCESS : 21,692,416,
< o © 12:42:... M- svchost.exe 3132 64bit \ \ SUCCESS 21,651,456,
e Some malware will fail to run due to defense mechanisms Ky oo B N s Siceess Farsiyiny
12:42:... - svchost.exe 3132 64bit g ReadFile \ \f SUCCESS .
* . & 1242:.. W host 3132 64bit ReadFil \! \wi \ ...SU S Offset:
o Failtorunonvirtualized systems ey HEpotegl i . Fopouo SUCCESS Ot
12:42:... "B-svchost.exe 3132 64bit F ReadFile U S Offset:
H H 1€ 1 H 12:42:... W svchost 3132 64bit [P ReadFile \Window \ ..SU Offset:
o Difference actions if it detects analysis tools or VM 242 Tachonoe 32 o Brese O Sicess  oma
. 12:42:... "W svchost exe 3132 64bit [[:Readele \ y ...SUCCESS Offset: 20,332.! 21 : Windows\syste...
—_ 12:42; W svchost 3132 64bit ReadFile \! 2 SUCCESS Offset: 21, 3 2 /ind \syste
o Self-Deletion 242" Tomacn iegorel e S e o i
V f | | k d | 12:42: W- svchost.exe 3132 64bit g ReadFile SUCCESS Offset: . \
12:42:... "W-svchost 3132 64bit ReadFile \Windows\! wbem\Reposito... SUCCESS Offset: 21,848,064,
L4 e ry u S e u to a n a yZ e p a C e m a Wa re 12:42: ] ::zh:sl :: 3132 64bit mR:ZCIp:nKey HKlelln o Hhemriepeste SUCCESS De::ed Acc;ss M
. . 12:42.... "W svchost exe 3132 64bit m;Reg()uery y  HKLM SUCCESS Query: HandleTag...
° C an p ro d uce extra arti fa cts fo r ana |yS is 1787 Wbt e D Rane W Reooenkes  H MasiomSoin SUACFSS Nesired Arrecs. R
Showing 125,034 of 366,792 events (34%) Backed by virtual memory




Interactive Behavioral Analysis Y T— ”
Compare logs save as:
. . @ Plain TXT () HTML document
e Can adapt to malware needs open inner stages of execution
e Not perfect
e ToOIS []Scan dir 1[;dir2;dir3;...;dir nn):
o Process Hacker or Process Explorer /S
o ProcMon
o Regshot Output path: Quit
o Wireshark : About
Z EZEEB?\}S Add comment into the log:
> Fiddler I =
o Cmd watcher
o CaptureBat




Manual Code Reversing

Also known as Code Analysis
Hardest way to analyze malware
Binary Patching
Nothing can hide
Debuggers
o Allow for static and dynamic code analysis
o Step by step execution(process stepping)
o Tools
s WinDBG, x64dbg, Radare2, X64dbg
Disassemblers
o Translates machine level instructions to assembly code and
sometimes to high level code
o Tools
= Ghidra
m |da




exe - PID: 738 - Module: 267 exe - Thread: Main Thread 460 - x32dbg

View Debug Trace Plugins Favourites Options Help

7 xz f/l # A:

Notes ®  Breakpoints S Memory Map ) Call Stack = SEH J._ Symbols <2 Source References » Threads Snowmad, B
Hide FPU

EAX 4 2¢ <ke BaseThreadInitThunk>
EBX

ECX

EDX 2 .EntryPoint>

ESI
EDI 00000000

LastError
LastStatus

00000000000( M )W) x87 Empty 0.0000C O
)00000000( W x8 Empty 0.000000000(
£8 000000¢ 00 X ) Empty 0.000000
B 3 ) 3} Empty 0.0000¢
8841 Fc 4 X ~ < Empty 0.0
ty 0
EmoLy 0000000
7. 40E0A7 \ £ e
Default (stdcalf) o B Unlocke

[esp] 75813430 kernel32.75813430
[esp+d] 7EFDEOOD
[esp 8FFD4

p+C 19802 ntdll 019802

sp+10]
text:0040€0 exe:SEQ22 #£022 < ryPoint>

NO1REE RC 7

¥ Dump 2 %% Dump 3 4% Dump 4 5 ¥ Watch 1 je=| Locals ?:n 430
0018FF

7019802

£FDEOOO

18(

INT3 breakpoint “entry breakpoint” at <267_EntryPoint> (0040E022)1




Ghidra

& CodeBrowser: Emotet:/Svdk9ge0f_7.exe

File Edit Analysis Navigation Search Select Tools Window Help

H| &= B 'R JIDULFRYE-

Program Trees ;

Headers
text
rdata
.data

.idata

8 ol Dmba

Program Tree

Symbol Tree

Data Type Manager

‘< = mp - e

ﬂl)-nd Types

|- § BuiltinTypes = Console - Scripting
| B “Ohvdkﬂ')vl)f_/.vxu
| HE ﬁ wind

ully

Filter:

entry
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e Malware analysis can provide guidance and
perspective

e Some malware samples will require tweaking and
inputs

e Youdon't have to do all the stages of malware analysis

e Like programming, practice is the key to success

e Must do!!to understand how to perform defense better

e Code analysisis not meant for Incident Responders to
accomplish.




Resources

e Malware Repositories

o Malshare

o theZoo

o Malware Traffic Analysis

o Virusshare
Courses

o Malware Unicorn

o PMA(TCM Academy)

o FORGB10(SANS)

o Malware Noob2Ninja
Books

o Practical Malware Analysis

o |IDA Pro Book

o Malware Data Science

o Practical Binary Analysis
e CTFs

o Flare CTF

o Zombie Land CTF
Github

o https://github.com/rshipp/awesome-malware-

analysis
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Questions

Thank you!!
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