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CMMC MODEL

Federal Contract Information (FCI)

 FAR 52.204-21: Basic Safeguarding of Covered 
Contractor Information Systems

 CMMC Level 1 Self-Assessment Guide

Controlled Unclassified Information (CUI)

 DFARS 252.204-7012: Safeguarding Covered 
Defense Information and Cyber Incident Reporting

 NIST SP 800-171 / CMMC Level 2 Assessment 
Guide
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NIST SP 800-171 PARAGRAPH 1.1
PURPOSE AND APPLICABILITY

 The requirements apply to components of nonfederal systems that 
process, store, or transmit CUI, or that provide security protection for 
such components.

171
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PROTECTING 
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INFORMATION IN NONFEDERAL
SYSTEMS AND ORGANIZATIONS

SP 800-171
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NIST SP 800-171 PARAGRAPH 1.1
PURPOSE AND APPLICABILITY

 System components include, for example: mainframes, 
workstations, servers; input and output devices; network 
components; operating systems; virtual machines; and applications.
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 110 requirements  320 assessment objectives
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DOD ASSESSMENT METHODOLOGY V1.2.1
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DOD ASSESSMENT METHODOLOGY V1.2.1

-203



DFARS 252.204-7012, DFARS 252.204-7019, AND DFARS 252.204-
7020



DFARS 252.204-7012



DFARS 252.204-7012(B)(2)(II)(D)

 (D) If the Contractor intends to use an external cloud service provider to store, process, or transmit 
any covered defense information in performance of this contract, the Contractor shall require and 
ensure that the cloud service provider meets security requirements equivalent to those 
established by the Government for the Federal Risk and Authorization Management Program 
(FedRAMP) Moderate baseline (https://www.fedramp.gov/resources/documents/) and that the 
cloud service provider complies with requirements in paragraphs (c) through (g) of this clause 
for cyber incident reporting, malicious software, media preservation and protection, access to 
additional information and equipment necessary for forensic analysis, and cyber incident damage 
assessment.

https://www.fedramp.gov/resources/documents/


DFARS 252.204-7012(B)(2)(II)(D)

 (D) If the Contractor intends to use an external cloud service provider to store, process, or transmit 
any covered defense information in performance of this contract, the Contractor shall require and 
ensure that the cloud service provider meets security requirements equivalent to those 
established by the Government for the Federal Risk and Authorization Management Program 
(FedRAMP) Moderate baseline (https://www.fedramp.gov/resources/documents/ ) and that the 
cloud service provider complies with requirements in paragraphs (c) through (g) of this clause 
for cyber incident reporting, malicious software, media preservation and protection, access to 
additional information and equipment necessary for forensic analysis, and cyber incident damage 
assessment.



DFARS 252.204-7012(B)(2)(II)(D)
 Examples of cloud service providers:



FEDRAMP MARKETPLACE



DFARS 252.204-7012
REQUIREMENTS

Cloud Service 
Provider

Cloud Service Provider may not 
accept paragraphs (c) through 
(g)

Cloud Service Provider may be in FedRAMP 



DFARS 252.204-7012 REQUIREMENTS



DFARS 252.204-7012 REQUIREMENTS



DFARS 252.204-7019 REQUIREMENTS



DFARS 252.204-7019 REQUIREMENTS

 (b) Requirement. In order to be considered for award, if the Offeror is required to 
implement NIST SP 800-171, the Offeror shall have a current assessment 
(i.e., not more than 3 years old unless a lesser time is specified in the solicitation) 
(see 252.204-7020) for each covered contractor information system that is 
relevant to the offer, contract, task order, or delivery order. The Basic, Medium, 
and High NIST SP 800-171 DoD Assessments are described in the NIST SP 800-
171 DoD Assessment Methodology located 
at https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP80017
1.
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1.
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DFARS 252.204-7020 REQUIREMENTS

 (c) Requirement. The Contractor shall provide access to its facilities, systems, and 
personnel necessary for the Government to conduct a Medium or High NIST SP 
800-171 DoD Assessment, as described in NIST SP 800-171 DoD Assessment 
Methodology at 
https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171, 
if necessary.

https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP800171
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 (c) Requirement. The Contractor shall provide access to its facilities, systems, and 
personnel necessary for the Government to conduct a Medium or High NIST SP 
800-171 DoD Assessment, as described in NIST SP 800-171 DoD Assessment 
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DFARS 252.204-7020 REQUIREMENTS

 (g) Subcontracts. The Contractor shall not award a subcontract or other 
contractual instrument, that is subject to the implementation of NIST SP 800-171 
security requirements, in accordance with DFARS clause 252.204-7012 of this 
contract, unless the subcontractor has completed, within the last 3 years, at least 
a Basic NIST SP 800-171 DoD Assessment, as described 
in https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP80017
1 , for all covered contractor information systems relevant to its offer that are not 
part of an information technology service or system operated on behalf of the 
Government

https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implementation_of_NIST_SP_800-171.html
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contractual instrument, that is subject to the implementation of NIST SP 800-171 
security requirements, in accordance with DFARS clause 252.204-7012 of this 
contract, unless the subcontractor has completed, within the last 3 years, at least 
a Basic NIST SP 800-171 DoD Assessment, as described 
in https://www.acq.osd.mil/asda/dpc/cp/cyber/safeguarding.html#nistSP80017
1 , for all covered contractor information systems relevant to its offer that are not 
part of an information technology service or system operated on behalf of the 
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CMMC ASSESSES EXISTING REQUIREMENTS IN DFARS 7012

DFARS 7012(b)(ii)(B): “The Contractor shall implement NIST SP 800-171, as 
soon as practical, but not later than December 31, 2017.”

DFARS 7019(c): “The Offeror shall verify that summary level scores of a 
current NIST SP 800-171 DoD Assessment are posted in the SPRS...”

DFARS 7020(c): “The Contractor shall provide access to its facilities, systems, 
and personnel necessary for the Government to conduct a Medium or High 

NIST SP 800-171 DoD Assessment….”

DFARS 7021(b): “The 
Contractor shall have a 

current CMMC 
certificate at the CMMC 

level required by this 
contract...”

In effect today

In effect today

Estimated Fall 2024

In effect today



D
:

NIST SP 800-53AC: NIST SP 800-171A

B: NIST SP 800-53A: NIST SP 800-171

What is the primary and authoritative guidance on assessing 
compliance with NIST SP 800-171?

$ 500



D
:

NIST SP 800-53AC: NIST SP 800-171A
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A: NIST SP 800-171
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D
:

Too damn manyC: 110

B: 432A: 320

How many requirements are in NIST SP 800-171A?

$ 1000
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B: 432A: 320

How many requirements are in NIST SP 800-171A?
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D
:

171C: -110

B: -203A: 0

What is the lowest possible score according to the NIST SP 
800-171 DoD Assessment Scoring Template?

$ 2000



D
:

171C: -110

B: -203A: 0

What is the lowest possible score according to the NIST SP 
800-171 DoD Assessment Scoring Template?

$ 2000





3.13.11 – EMPLOY FIPS-VALIDATED CRYPTOGRAPHY WHEN USED TO 
PROTECT THE CONFIDENTIALITY OF CUI

 Determine if:

 [a] FIPS-validated cryptography is employed to protect the confidentiality of CUI



[A] FIPS-VALIDATED CRYPTOGRAPHY IS EMPLOYED TO PROTECT THE 
CONFIDENTIALITY OF CUI

 Discussion: Cryptography can be employed to support many security 
solutions including the protection of controlled unclassified 
information, the provision of digital signatures, and the enforcement 
of information separation when authorized individuals have the 
necessary clearances for such information but lack the necessary 
formal access approvals. Cryptography can also be used to support 
random number generation and hash generation. Cryptographic 
standards include FIPS-validated cryptography and/or NSA-approved 
cryptography.



[A] FIPS-VALIDATED CRYPTOGRAPHY IS EMPLOYED TO PROTECT THE 
CONFIDENTIALITY OF CUI

 Discussion: Cryptography can be employed to support many security 
solutions including the protection of controlled unclassified 
information, the provision of digital signatures, and the enforcement 
of information separation when authorized individuals have the 
necessary clearances for such information but lack the necessary 
formal access approvals. Cryptography can also be used to support 
random number generation and hash generation. Cryptographic 
standards include FIPS-validated cryptography and/or NSA-approved 
cryptography.



DOD PROCUREMENT TOOLBOX

 Q72: Security Requirements 3.1.13, 3.1.17, 3.1.19, 3.13.8, and 3.13.11 – Do all 
of the 171 security requirements for cryptography have to be FIPS validated, and 
if so, what does that mean? If the algorithm is FIPS approved, is that sufficient?



DOD PROCUREMENT TOOLBOX

 A72: Yes, all the NIST SP 800-171 requirements for cryptography used to protect the 
confidentiality of CUI (or in this case covered defense information) must use FIPS-validated 
cryptography, which means the cryptographic module has to have been tested and validated to 
meet FIPS 140-1 or-2 requirements. Simply using an approved algorithm (e.g., FIPS 197 for AES) 
is not sufficient – the module (software and/or hardware) used to implement the algorithm must 
be separately validated under FIPS 140. When an application or device allows a choice (by 
selecting FIPS-mode or not), then the FIPS-mode has been validated under FIPS 140-2, but the 
other options (non-FIPS) allow certain operations that would not meet the FIPS requirements. 
More information is available at http://csrc.nist.gov/groups/STM/cmvp/ and 
http://csrc.nist.gov/groups/STM/cmvp/validation.html.
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other options (non-FIPS) allow certain operations that would not meet the FIPS requirements. 
More information is available at http://csrc.nist.gov/groups/STM/cmvp/ and 
http://csrc.nist.gov/groups/STM/cmvp/validation.html.



DOD PROCUREMENT TOOLBOX (CONTINUED)

 A72: When NIST SP 800-171 requires cryptography, it is to protect the 
confidentiality of CUI (or in this case covered defense information). Accordingly, 
FIPS-validated cryptography is required to protect CUI, typically when transmitted 
or stored outside the protected environment of the covered contractor information 
system (including wireless/remote access) if not separately protected (e.g., by a 
protected distribution system).



[A] FIPS-VALIDATED CRYPTOGRAPHY IS EMPLOYED TO PROTECT THE 
CONFIDENTIALITY OF CUI
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DOD PROCUREMENT TOOLBOX

 Q59: How will the DoD account for the fact that compliance with NIST SP 800-171 is an iterative and ongoing 
process? The DFARS clause imposing NIST SP 800-171 requires that the entire system be in 100% 
compliance all the time, a condition that in practice (in industry or Government) is almost never the case. For 
example:

 - It is not possible to apply session lock or termination (Requirements 3.1.10/11) to certain computers 
(e.g., in a production line or medical life-support machines)

 - Applying a necessary security patch can “invalidate” FIPS validated encryption (Requirement 3.13.11) 
since the encryption module “with the patch” has not been validated by NIST

 - Segments of an information system may be incapable of meeting certain requirements, such as 
correcting flaws/patching vulnerabilities (Requirement 3.14.1) without disrupting production/operations 
that may be critical to the customer

 - How should a contractor deal with situations such as these?
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DOD PROCUREMENT TOOLBOX

 A59: The requirement at DFARS clause 252.204-7012(b)(2)(i) to implement, at a 
minimum, the security requirements in NIST SP 800-171, is not intended to imply 
that there will not be situations where elements of the NIST SP 800-171 
requirements cannot practically be applied, or when events result in short- or 
long-term issues that have to be addressed by assessing risk and applying 
mitigations. The rule allows a contractor to identify situations in which a required 
control might not be necessary or an alternative but equally effective control can 
be used, and the DoD CIO will determine whether the identified variance is 
permitted, in accordance with DFARS provision 252.204-7008(c)(2)(i) and (ii) and 
DFARS clause 252.204-7012(b)(2)(ii). 



DOD PROCUREMENT TOOLBOX

 A59: The requirement at DFARS clause 252.204-7012(b)(2)(i) to implement, at a 
minimum, the security requirements in NIST SP 800-171, is not intended to imply 
that there will not be situations where elements of the NIST SP 800-171 
requirements cannot practically be applied, or when events result in short- or 
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DOD PROCUREMENT TOOLBOX
 A59: The contractor should address situations such as those listed above in accordance with the NIST SP 800-171 security 

requirements that follow:

 - 3.11.1, Risk Assessment: Requires the contractor to periodically assess the risk associated with operating 
information systems processing CUI;

 - 3.12.1, Security Assessment: Requires the contractor to periodically assess the effectiveness of organizational 
information systems security controls;

 - 3.12.2, Security Assessment: Requires the contractor to “develop and implement plans of action designed to correct 
deficiencies and reduce or eliminate vulnerabilities in organizational information systems;”

 - 3.12.3, Security Assessment: Monitor security controls in an ongoing basis to ensure the continued effectiveness of 
the controls;” and

 - 3.12.4, System security plan: Requires the contractor to “develop, document, and periodically update system security 
plans that describe system boundaries, system environments of operation, how security requirements are 
implemented, and the relationships with or connections to other systems.”
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deficiencies and reduce or eliminate vulnerabilities in organizational information systems;”

 - 3.12.3, Security Assessment: Monitor security controls in an ongoing basis to ensure the continued effectiveness of 
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implemented, and the relationships with or connections to other systems.”



FIPS-VALIDATED CRYPTOGRAPHY KEY POINTS

 If your FIPS-validated version is vulnerable
 Conduct risk & security assessment

 Coordinate with the vendor

 Track with your Plan of Action & Milestones (POA&M)

 If your patch version is not validated
 Coordinate with the vendor

 Track with your Plan of Action & Milestones (POA&M)

 If your product has been sunset
 Coordinate with the vendor or replace

 Track with your Plan of Action & Milestones (POA&M)
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D
:

FIPS-validated 
cryptographyC: United States 

cryptography

B: Irregular cryptographyA: Regular cryptography

Of the available options, which cryptography is required to 
protect controlled unclassified information (CUI)?

$ 3000
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D
:

To protect the 
confidentiality of CUIC: To protect the security 

of CUI

B: To protect the 
availability of CUIA: To protect the integrity 

of CUI

What is the purpose of FIPS-validated encryption? 

$ 5000



D
:

To protect the 
confidentiality of CUIC: To protect the security 

of CUI

B: To protect the 
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$ 5000





3.5.3 – USE MULTIFACTOR AUTHENTICATION FOR LOCAL AND NETWORK 
ACCESS TO PRIVILEGED ACCOUNTS AND FOR NETWORK ACCESS TO NON-

PRIVILEGED ACCOUNTS



3.5.3 – USE MULTIFACTOR AUTHENTICATION FOR LOCAL AND NETWORK 
ACCESS TO PRIVILEGED ACCOUNTS AND FOR NETWORK ACCESS TO NON-

PRIVILEGED ACCOUNTS

 Determine if:

 [a] Privileged accounts are identified

 [b] Multifactor authentication is implemented for local access to privileged accounts

 [c] Multifactor authentication is implemented for network access to privileged accounts

 [d] Multifactor authentication is implemented for network access to non-privileged accounts



3.5.3 – USE MULTIFACTOR AUTHENTICATION FOR LOCAL AND NETWORK 
ACCESS TO PRIVILEGED ACCOUNTS AND FOR NETWORK ACCESS TO NON-

PRIVILEGED ACCOUNTS

 Determine if:

 [a] Privileged accounts are identified

 [b] Multifactor authentication is implemented for local access to privileged accounts

 [c] Multifactor authentication is implemented for network access to privileged accounts

 [d] Multifactor authentication is implemented for network access to non-privileged accounts



[A] PRIVILEGED ACCOUNTS ARE IDENTIFIED

NIST SP 800-171 Glossary

 Privileged Account

 A system account with authorizations of a privileged user

 Privileged User

 A user that is authorized (and therefore, trusted) to perform security-relevant 
functions that ordinary users are not authorized to perform



[A] PRIVILEGED ACCOUNTS ARE IDENTIFIED

NIST SP 800-171 Glossary

 Privileged Account

 A system account with authorizations of a privileged user

 Privileged User

 A user that is authorized (and therefore, trusted) to perform security-relevant 
functions that ordinary users are not authorized to perform



[A] PRIVILEGED ACCOUNTS ARE IDENTIFIED

 Examples of privileged accounts:

 Firewall administrator accounts

 Local administrator accounts

 DNS administrator accounts



[A] PRIVILEGED ACCOUNTS ARE IDENTIFIED

 Potential solutions to identify privileged accounts:

 Employee Onboarding Checklist

 Privileged User Form

3.1.1: Limit system access to authorized users, processes
acting on behalf of authorized users, or devices (including
other systems) 



3.5.3 – USE MULTIFACTOR AUTHENTICATION FOR LOCAL AND NETWORK 
ACCESS TO PRIVILEGED ACCOUNTS AND FOR NETWORK ACCESS TO NON-

PRIVILEGED ACCOUNTS

 Determine if:

 [a] Privileged accounts are identified

 [b] Multifactor authentication is implemented for local access to privileged accounts

 [c] Multifactor authentication is implemented for network access to privileged accounts

 [d] Multifactor authentication is implemented for network access to non-privileged accounts



[B] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR LOCAL 
ACCESS TO PRIVILEGED ACCOUNTS

 Discussion: Access to organizational systems is defined as local access or network access. Local 
access is any access to organizational systems by users (or processes acting on behalf of users) 
where such access is obtained by direct connections without the use of networks. Network access 
is access to systems by users (or processes acting on behalf of users) where such access is 
obtained through network connections (i.e., nonlocal accesses). Remote access is a type of 
network access that involves communication through external networks. The use of encrypted 
virtual private networks for connections between organization-controlled and non-organization 
controlled endpoints may be treated as internal networks with regard to protecting the 
confidentiality of information.



[B] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR LOCAL 
ACCESS TO PRIVILEGED ACCOUNTS

 Discussion: Access to organizational systems is defined as local access or network access. Local 
access is any access to organizational systems by users (or processes acting on behalf of users) 
where such access is obtained by direct connections without the use of networks. Network access 
is access to systems by users (or processes acting on behalf of users) where such access is 
obtained through network connections (i.e., nonlocal accesses). Remote access is a type of 
network access that involves communication through external networks. The use of encrypted 
virtual private networks for connections between organization-controlled and non-organization 
controlled endpoints may be treated as internal networks with regard to protecting the 
confidentiality of information.



[B] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR LOCAL 
ACCESS TO PRIVILEGED ACCOUNTS

Something you know (e.g., 
password, PIN)

Something you have (e.g., 
one-time password (OTP) 

generating device like a fob, 
smart-card, or a mobile app 

on a smart phone

Something you are (e.g., a 
biometric like a fingerprint or 

iris)



[B] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR LOCAL 
ACCESS TO PRIVILEGED ACCOUNTS

 Discussion: Access to organizational systems is defined as local access or network access. Local 
access is any access to organizational systems by users (or processes acting on behalf of users) 
where such access is obtained by direct connections without the use of networks. Network access 
is access to systems by users (or processes acting on behalf of users) where such access is 
obtained through network connections (i.e., nonlocal accesses). Remote access is a type of 
network access that involves communication through external networks. The use of encrypted 
virtual private networks for connections between organization-controlled and non-organization 
controlled endpoints may be treated as internal networks with regard to protecting the 
confidentiality of information.

OFFLINE 
ACCESS 



[B] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR LOCAL ACCESS TO 
PRIVILEGED ACCOUNTS

DOD PROCUREMENT TOOLBOX

 Q80: Security Requirement 3.5.3 – Use multifactor authentication for 
local and network access to privileged accounts and for network 
access to non-privileged accounts. What is meant by “multifactor 
authentication”?

 “For a PRIVILEGED user, even local access (e.g., to the standalone) 
requires MFA.”
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DOD PROCUREMENT TOOLBOX

 Q80: Security Requirement 3.5.3 – Use multifactor authentication for 
local and network access to privileged accounts and for network 
access to non-privileged accounts. What is meant by “multifactor 
authentication”?

 “For a PRIVILEGED user, even local access (e.g., to the standalone) 
requires MFA.”



3.5.3 – USE MULTIFACTOR AUTHENTICATION FOR LOCAL AND NETWORK 
ACCESS TO PRIVILEGED ACCOUNTS AND FOR NETWORK ACCESS TO NON-

PRIVILEGED ACCOUNTS

 Determine if:

 [a] Privileged accounts are identified

 [b] Multifactor authentication is implemented for local access to privileged accounts

 [c] Multifactor authentication is implemented for network access to privileged accounts

 [d] Multifactor authentication is implemented for network access to non-privileged accounts



[C] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR NETWORK ACCESS TO PRIVILEGED 
ACCOUNTS

[D] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR NETWORK ACCESS TO NON-
PRIVILEGED ACCOUNTS

 Discussion: Access to organizational systems is defined as local access or network access. Local 
access is any access to organizational systems by users (or processes acting on behalf of users) 
where such access is obtained by direct connections without the use of networks. Network access 
is access to systems by users (or processes acting on behalf of users) where such access is 
obtained through network connections (i.e., nonlocal accesses). Remote access is a type of 
network access that involves communication through external networks. The use of encrypted 
virtual private networks for connections between organization-controlled and non-organization 
controlled endpoints may be treated as internal networks with regard to protecting the 
confidentiality of information.



[C] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR NETWORK ACCESS TO PRIVILEGED 
ACCOUNTS

[D] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR NETWORK ACCESS TO NON-
PRIVILEGED ACCOUNTS

Something you know (e.g., 
password)

Something you have (e.g., 
hardware token)

Something you are (e.g., 
biometrics)



[C] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR NETWORK ACCESS TO PRIVILEGED 
ACCOUNTS

[D] MULTIFACTOR AUTHENTICATION IS IMPLEMENTED FOR NETWORK ACCESS TO NON-
PRIVILEGED ACCOUNTS



DOD PROCUREMENT TOOLBOX

 Q81: Security Requirement 3.5.3 – Can one of the factors in 
multifactor authentication be where you are (e.g., within a 
controlled access facility)?



DOD PROCUREMENT TOOLBOX



DOD PROCUREMENT TOOLBOX

 A81: No. Multifactor requires at least two of the following three 
factors: what you know (e.g., secret password), what you are (e.g., 
fingerprint), and what you have (e.g., PKI certificate on smartcard, 
OTP device). Each of these factors is unique to the individual being 
authenticated. Where you are, even in a controlled access facility is 
not one of these factors and, generally, would be a condition that 
applied to many and not unique to the individual being authenticated.
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DOD PROCUREMENT TOOLBOX

 A81: No. Multifactor requires at least two of the following three 
factors: what you know (e.g., secret password), what you are (e.g., 
fingerprint), and what you have (e.g., PKI certificate on smartcard, 
OTP device). Each of these factors is unique to the individual being 
authenticated. Where you are, even in a controlled access facility is 
not one of these factors and, generally, would be a condition that 
applied to many and not unique to the individual being authenticated.



DOD PROCUREMENT TOOLBOX

 Q84: Security Requirement 3.5.3 – What if I have covered 
defense information on my smartphone or tablet (e.g., in 
company e-mail) – do I need to use multifactor 
authentication in that case?



DOD PROCUREMENT TOOLBOX



DOD PROCUREMENT TOOLBOX
 A84: No, that is covered under a separate security requirement, 3.1.19 - Encrypt CUI on mobile 

devices. As noted above, the multifactor authentication requirement applies to an information 
system, and a mobile device in not considered an “information system.” But, if there will be 
covered defense information on a mobile device, it must be encrypted. This can be done by 
encrypting all the data on the device (as is typically done on a laptop, and is available with recent 
iOS devices and some Android/Windows devices) or via a container (like the Good app, which is 
available for iOS (iPhone, iPad), Android, Windows; Blackberry’s Secure Work Space for iOS and 
Android; etc.) to separate the covered defense information from the other information on the 
phone (or company information from personal information if employing a bring your own device 
(BYOD) approach). Care should be taken to ensure the encryption module is FIPS-validated for 
either the whole device or container. Information that is independently and appropriately 
encrypted (e.g., an e-mail encrypted with a PKI certificate) is self-protecting and need not be 
double-encrypted.
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devices. As noted above, the multifactor authentication requirement applies to an information 
system, and a mobile device in not considered an “information system.” But, if there will be 
covered defense information on a mobile device, it must be encrypted. This can be done by 
encrypting all the data on the device (as is typically done on a laptop, and is available with recent 
iOS devices and some Android/Windows devices) or via a container (like the Good app, which is 
available for iOS (iPhone, iPad), Android, Windows; Blackberry’s Secure Work Space for iOS and 
Android; etc.) to separate the covered defense information from the other information on the 
phone (or company information from personal information if employing a bring your own device 
(BYOD) approach). Care should be taken to ensure the encryption module is FIPS-validated for 
either the whole device or container. Information that is independently and appropriately 
encrypted (e.g., an e-mail encrypted with a PKI certificate) is self-protecting and need not be 
double-encrypted.
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In order to achieve the intent of multifactor authentication, at 
least how many factors must be used?
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3.14.1 – IDENTIFY, REPORT, AND CORRECT SYSTEM FLAWS IN A 
TIMELY MANNER

 Determine if:

 [a] The time within which to identify system flaws is specified

 [b] System flaws are identified within the specified time frame

 [c] The time within which to report system flaws is specified

 [d] System flaws are reported within the specified time frame

 [e] The time within which to correct system flaws is specified

 [f] System flaws are corrected within the specified time frame



3.14.1 – IDENTIFY, REPORT, AND CORRECT SYSTEM FLAWS IN A 
TIMELY MANNER

 Determine if:

 [a] The time within which to identify system flaws is specified

 [b] System flaws are identified within the specified time frame

 [c] The time within which to report system flaws is specified

 [d] System flaws are reported within the specified time frame

 [e] The time within which to correct system flaws is specified

 [f] System flaws are corrected within the specified time frame



[A] THE TIME WITHIN WHICH TO IDENTIFY SYSTEM FLAWS IS SPECIFIED
[B] SYSTEM FLAWS ARE IDENTIFIED WITHIN THE SPECIFIED TIME FRAME

 Discussion: Organizations identify systems that are affected by announced software and firmware 
flaws including potential vulnerabilities resulting from those flaws and report this information to 
designated personnel with information security responsibilities. Security-relevant updates include 
patches, service packs, hot fixes, and anti-virus signatures. Organizations address flaws 
discovered during security assessments, continuous monitoring, incident response activities, and 
system error handling. Organizations can take advantage of available resources such as the 
Common Weakness Enumeration (CWE) database or Common Vulnerabilities and Exposures (CVE) 
database in remediating flaws discovered in organizational systems. Organization-defined time 
periods for updating security-relevant software and firmware may vary based on a variety of 
factors including the criticality of the update (i.e., severity of the vulnerability related to the 
discovered flaw). Some types of flaw remediation may require more testing than other types of 
remediation.
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 Discussion: Organizations identify systems that are affected by announced software and firmware 
flaws including potential vulnerabilities resulting from those flaws and report this information to 
designated personnel with information security responsibilities. Security-relevant updates include 
patches, service packs, hot fixes, and anti-virus signatures. Organizations address flaws 
discovered during security assessments, continuous monitoring, incident response activities, and 
system error handling. Organizations can take advantage of available resources such as the 
Common Weakness Enumeration (CWE) database or Common Vulnerabilities and Exposures (CVE) 
database in remediating flaws discovered in organizational systems. Organization-defined time 
periods for updating security-relevant software and firmware may vary based on a variety of 
factors including the criticality of the update (i.e., severity of the vulnerability related to the 
discovered flaw). Some types of flaw remediation may require more testing than other types of 
remediation.
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3.14.1 – IDENTIFY, REPORT, AND CORRECT SYSTEM FLAWS IN A 
TIMELY MANNER

 Determine if:

 [a] The time within which to identify system flaws is specified

 [b] System flaws are identified within the specified time frame

 [c] The time within which to report system flaws is specified

 [d] System flaws are reported within the specified time frame

 [e] The time within which to correct system flaws is specified

 [f] System flaws are corrected within the specified time frame



[C] THE TIME WITHIN WHICH TO REPORT SYSTEM FLAWS IS SPECIFIED
[D] SYSTEM FLAWS ARE REPORTED WITHIN THE SPECIFIED TIME FRAME

 Discussion: Organizations identify systems that are affected by announced software and firmware 
flaws including potential vulnerabilities resulting from those flaws and report this information to 
designated personnel with information security responsibilities. Security-relevant updates include 
patches, service packs, hot fixes, and anti-virus signatures. Organizations address flaws 
discovered during security assessments, continuous monitoring, incident response activities, and 
system error handling. Organizations can take advantage of available resources such as the 
Common Weakness Enumeration (CWE) database or Common Vulnerabilities and Exposures (CVE) 
database in remediating flaws discovered in organizational systems. Organization-defined time 
periods for updating security-relevant software and firmware may vary based on a variety of 
factors including the criticality of the update (i.e., severity of the vulnerability related to the 
discovered flaw). Some types of flaw remediation may require more testing than other types of 
remediation.



[C] THE TIME WITHIN WHICH TO REPORT SYSTEM FLAWS IS SPECIFIED
[D] SYSTEM FLAWS ARE REPORTED WITHIN THE SPECIFIED TIME FRAME



[C] THE TIME WITHIN WHICH TO REPORT SYSTEM FLAWS IS SPECIFIED
[D] SYSTEM FLAWS ARE REPORTED WITHIN THE SPECIFIED TIME FRAME



3.14.1 – IDENTIFY, REPORT, AND CORRECT SYSTEM FLAWS IN A 
TIMELY MANNER

 Determine if:

 [a] The time within which to identify system flaws is specified

 [b] System flaws are identified within the specified time frame

 [c] The time within which to report system flaws is specified

 [d] System flaws are reported within the specified time frame

 [e] The time within which to correct system flaws is specified

 [f] System flaws are corrected within the specified time frame



[E] THE TIME WITHIN WHICH TO CORRECT SYSTEM FLAWS IS SPECIFIED
[F] SYSTEM FLAWS ARE CORRECTED WITHIN THE SPECIFIED TIME FRAME

 Discussion: Organizations identify systems that are affected by announced software and firmware 
flaws including potential vulnerabilities resulting from those flaws and report this information to 
designated personnel with information security responsibilities. Security-relevant updates include 
patches, service packs, hot fixes, and anti-virus signatures. Organizations address flaws 
discovered during security assessments, continuous monitoring, incident response activities, and 
system error handling. Organizations can take advantage of available resources such as the 
Common Weakness Enumeration (CWE) database or Common Vulnerabilities and Exposures (CVE) 
database in remediating flaws discovered in organizational systems. Organization-defined time 
periods for updating security-relevant software and firmware may vary based on a variety of 
factors including the criticality of the update (i.e., severity of the vulnerability related to the 
discovered flaw). Some types of flaw remediation may require more testing than other types of 
remediation.



[E] THE TIME WITHIN WHICH TO CORRECT SYSTEM FLAWS IS SPECIFIED
[F] SYSTEM FLAWS ARE CORRECTED WITHIN THE SPECIFIED TIME FRAME



WHAT YOUR ASSESSOR WILL BE LOOKING FOR



NIST SP 800-171A POTENTIAL ASSESSMENT METHODS AND OBJECTS
 Examine

 The process of reviewing, inspecting, observing, studying, or analyzing assessment objects (i.e., specifications, 
mechanisms, activities).

 [SELECT FROM: Identification and Authentication Policy; Procedures addressing user identification and authentication; etc.]

 Interview
 The process of holding discussions with individuals or groups of individuals to facilitate understanding, achieve 

clarification, or obtain evidence.

 [SELECT FROM: Personnel with system operations responsibilities, etc.]

 Test
 The process of exercising assessment objects (i.e., activities, mechanisms under specified conditions to compare 

actual with expect behavior.

 [SELECT FROM: Mechanisms supporting or implementing multifactor authentication capability]



PAY ATTENTION TO THE VERBS

Associated with Documentation Associated with Action

Identified Limited

Defined Implemented

Specified Performed



NIST SP 800-171A / CMMC ASSESSMENT PROCESS (CAP)



NIST SP 800-171A / CMMC ASSESSMENT PROCESS (CAP)

 Organizations [Certified Assessors] are not expected to employ all assessment methods and 
objects contained within the assessment procedures identified in this publication. Rather, 
organizations [Certified Assessors] have the flexibility to determine the level of effort needed and 
the assurance required for an assessment (e.g., which assessment methods and assessment 
objects are deemed to be the most useful in obtaining the desired results). This determination is 
made based on how the organization can accomplish the assessment objectives in the most cost-
effective manner and with sufficient confidence to support the determination that the CUI 
requirements have been satisfied.



NIST SP 800-171A / CMMC ASSESSMENT PROCESS (CAP)

 Organizations [Certified Assessors] are not expected to employ all assessment methods and 
objects contained within the assessment procedures identified in this publication. Rather, 
organizations [Certified Assessors] have the flexibility to determine the level of effort needed and 
the assurance required for an assessment (e.g., which assessment methods and assessment 
objects are deemed to be the most useful in obtaining the desired results). This determination is 
made based on how the organization can accomplish the assessment objectives in the most cost-
effective manner and with sufficient confidence to support the determination that the CUI 
requirements have been satisfied.
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JOINT SURVEILLANCE VOLUNTARY ASSESSMENT (JSVA)

DFARS 252.204-7012 Assessment
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JOINT SURVEILLANCE VOLUNTARY ASSESSMENT (JSVA)

 Medium-assurance certificate in accordance with paragraph (c)



JOINT SURVEILLANCE VOLUNTARY ASSESSMENT (JSVA)

 Medium-assurance certificate in accordance with paragraph (c)

 Cloud service provider is FedRAMP Moderate or equivalent and complies with paragraphs (c) through (g)



JOINT SURVEILLANCE VOLUNTARY ASSESSMENT (JSVA)

 Medium-assurance certificate in accordance with paragraph (c)

 Cloud service provider is FedRAMP Moderate or equivalent and complies with paragraphs (c) through (g)

 DFARS 252.204-7012 clause flow down in accordance with paragraph (m)



JOINT SURVEILLANCE VOLUNTARY ASSESSMENT (JSVA)

 “Our intent is if you go out and get a joint 
surveillance certification today, when the 
rule comes a thing and it’s real, then your 
certification will be good for another three 
years after that, provided you’ve made 
those annual affirmations and those 
annual affirmations are made by somebody 
in the C-suite…”

Stacy Bostjanick, Chief DIB Cybersecurity
PreVeil webinar
April 4, 2023
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REFERENCES

 DFARS 252.204-7012: Safeguarding Covered Defense Information and Cyber Incident Reporting: 
https://www.acquisition.gov/dfars/252.204-7012cdic-ir-safeguarding-overed-efense-nformation-and-yberncident-
eporting.

 DFARS 252.204-7019: https://www.acquisition.gov/dfars/252.204-7019-notice-nistsp-800-171-dod-assessment-
requirements.

 DFARS 252.204-7020: https://www.acquisition.gov/dfars/252.204-7020-nist-sp-800-171dod-assessment-
requirements.

 NIST SP 800-171 rev. 2: Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations:
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final

 NIST SP 800-171 rev. 3: Protecting Controlled Unclassified Information in Nonfederal Systems and Organizations: 
https://csrc.nist.gov/publications/detail/sp/800-171/rev-3/draft

 DoD Procurement Toolbox: https://dodprocurementtoolbox.com/ 

https://www.acquisition.gov/dfars/252.204-7012cdic-ir-safeguarding-overed-efense-nformation-and-yberncident-eporting
https://www.acquisition.gov/dfars/252.204-7012cdic-ir-safeguarding-overed-efense-nformation-and-yberncident-eporting
https://www.acquisition.gov/dfars/252.204-7019-notice-nistsp-800-171-dod-assessment-requirements
https://www.acquisition.gov/dfars/252.204-7019-notice-nistsp-800-171-dod-assessment-requirements
https://www.acquisition.gov/dfars/252.204-7020-nist-sp-800-171dod-assessment-requirements
https://www.acquisition.gov/dfars/252.204-7020-nist-sp-800-171dod-assessment-requirements
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-171/rev-3/draft
https://dodprocurementtoolbox.com/
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FERNANDO MACHADO
CISO, CYBERSEC INVESTMENTS

 Services:

 CMMC Advisory Services

 CMMC Readiness Assessments

 CMMC Level 2 Conformity Assessments

 NIST SP 800-171 3rd Party Letter of Attestation
info@cybersecinvestments.com

1-800-960-8802
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